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LEGISLATION

The recently enacted Nigeria 
Data Protection Act (the Act) 
2023 is now the principal data 

privacy and protection legislation in 
Nigeria, and it establishes the Nigeria 
Data Protection Commission (the 
Commission) to oversee the implemen-
tation of the Act. The Act provides data 
protection principles that are similar to 
many international data protection 
frameworks. Due to the significance 
and inevitable cross-border flow of per-
sonal data in the current era, and its 
likely impact on the data protection 
rights of data subjects, the Act has 
provisions that guide the transfer of 
personal data outside Nigeria by data 
controllers and data processors, with 
the privacy of data subjects at the fore. 

CROSS-BORDER PERSONAL DATA 
TRANSFER 
The Act did not define the term ‘Cross 
Border Data Transfer’, however taking 
a cue from Article 1.3 (xvii) of the 
Nigerian Data Protection Regulation 
(NDPR) 2019 which defined “foreign 
country” in the context of cross border 
personal data transfer, it means the 
transfer of personal data outside Nige-
ria to another sovereign state, or auton-
omous or semi-autonomous territories 
within the international community for 
various purposes. The NDPR was 
retained by Section 64(2)(f) of the new 
Act, but the Act maintains priority 
status by virtue of Section 63 of the Act. 

Section 41(1) of the Act prohibits the 
transfer of personal data outside Nigeria 
by default. However, it also creates 
exceptions to this rule, which when 
applicable are grounds for the transfer 
of personal data outside Nigeria. The 
Act stipulates that personal data should 
not be transferred outside of Nigeria but 
permits two exceptions - “adequacy of 
protection and derogations.” 

ADEQUACY OF PROTECTION 
Under the adequacy of protection rule 
set out in Section 41(1)(a) of the Act, 

personal data can be transferred from 
Nigeria to another country when the 
recipient of the personal data (the data 
importer) is subject either to (1) a law, 
(2) Binding Corporate Rules (‘BCRs’), 
(3) contractual clauses, (4) a Code of 
Conduct, or (5) a certification mechan-
ism that “affords an adequate level of 
protection” in accordance with the Act. 
The Commission may also issue an 
adequacy decision on a country or a 
sector within a country, a region, or 
standard contractual clauses (SCC). 

Under the NDPR, a list of countries 
was published by the National 
Information Technology Development 
Agency (NITDA) as deemed to have 
adequate data protection laws for the 
purposes of cross border personal data 
transfer. The new Act by Section 
64(2)(f) retained this list issued by 
NITDA. This list was challenged in 
court for not meeting the standards of 
the NDPR before issuance. 

To evaluate the adequacy of protec-
tion afforded by any of the mechanisms 
adopted for cross-border data transfer 
above, several criteria are established by 
the Act. These criteria include the avail-
ability of enforceable data subject rights; 
existence of binding instruments between 
the Commission and a relevant public 
commission in the recipient country; 
access of a public authority to the per-
sonal data; existence of effective data pro-
tection laws and a data protection 
regulator with adequate enforcement 
powers; and international commitments. 

In determining the adequacy of pro-
tection afforded by a country, region, or 
SCC under the new Act, the Commis-
sion can take into consideration any 
adequacy decision made by a compet-
ent data protection authority in other 
jurisdictions where the factors con-
sidered by those authorities are similar 
to those stipulated in the Act. The 
National Assembly by virtue of Section 
43(2) of the Act must also approve the 
adoption of any specific international 
or multinational cross border codes, 

standards or mechanisms before such 
an instrument can be used as a Nigerian 
standard. 

The Commission is empowered to 
issue regulations that will require data 
controllers or entities to notify the 
Commission of the transfer mechan-
isms utilized and explain the adequacy 
of protection offered by those mechan-
isms. The Commission by virtue of Sec-
tion 42(5) is also empowered to approve 
BCRs, codes or other instruments for 
data transfer proposed to it where it is 
satisfied that such instrument meets 
standards approved by the Act. The per-
missible transfer mechanisms and the 
adequacy of protection offered must be 
documented by the data controller or 
data processor utilizing the same. 

DEROGATIONS 
The Act does not refer to the second set 
of exemptions to the prohibition of 
cross-border data transfer under Sec-
tion 43(1) as “derogations” However 
the phrase “derogations” in reference 
to Section 43(1) of the Act is adopted 
from the General Data Protection 
Rules (GDPR) 2018, as they have simi-
lar content. In the absence of an 
adequacy decision, personal data can 
also be transferred outside of Nigeria 
on the basis listed in Section 43. The 
basis include: informed consent which 
has not been withdrawn; necessity for 
the performance of contracts involving 
the data subject; data subject’s sole 
benefit and it is not practicable to 
obtain consent ; public interest; where 
it is necessary for a legal claim; or the 
vital interest of the data subject, and 
they cannot give consent. 

COMPLIANCE OBLIGATIONS FOR 
CONTROLLERS AND PROCESSORS 
A combined reading of Section 41(1)(a) 
and Section 42(2) of the Act places on 
the Data Controller and Processor the 
obligation of making adequacy protec-
tion assessments of the permitted 
transfer mechanisms. As such, when a 

Navigating compliance under 
Nigeria’s Data Protection Act 2023 
The Bill was signed into law on 12 June 2023. Uche Val Obi San of Alliance Law Firm, 
Nigeria, analyses the impact for cross-border transfers. 
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would-be recipient of personal data is 
subject to a data privacy law, the Con-
troller or Processor seeking to transfer 
personal data to such recipient outside 
Nigeria will also determine the level of 
adequacy of protection afforded by that 
law prior to transfer. 

For context, before the Act was 
enacted, the NDPR which now co-
exists with the Act, made adequacy 
decisions the prerogative of the regula-
tory authority in conjunction with the 
Attorney General under Article 2.11 of 
the NDPR. The obligation to make 
adequacy decisions now appears trans-
ferred to data controllers and proces-
sors under the Act. Incidentally, Sec. 
42(4) of the Act also allows the Com-
mission to make adequacy decisions 
about countries and regions. In making 
such decisions, the Commission is to 
use the same criteria set out in Section 
42(2) to reach such decisions. As such, 
data controllers, data processors and 
the Commission can all reach adequacy 
decisions. 

OVERLAP OF SECTION 2(C) OF 
THE ACT AND CROSS-BORDER 
TRANSFER RULES 
Section 2(c) of the Act provides that 
“the Act shall apply where the data 
 controller or data processor is not 
domiciled in, or operating in Nigeria, 
but is processing personal data of a data 
subject.” An example will be where a 
cloud storage service provider is con-
tracted by a company operating in 
Nigeria to store the personal data of 
Nigerian citizens. Typically, the service 
provider is not domiciled or resident in 
Nigeria, or operating in Nigeria. How-
ever, by this section, once the service 

provider commences processing of the 
personal data of Nigerian data subjects, 
they shall abide by the Act. For context, 
by Section 65 of the Act, processing of 
personal data under the Act means any 
set of operations performed on personal 
data which includes collection or storage 
of personal data. 

The above provision makes the 
Cross-border data transfer rules in the 
Act somewhat redundant, even though 
the cross-border data transfer obliga-
tions are to be performed by the entity 
that seeks to transfer the data outside 
the country prior to the transfer. The 
question for the entity seeking to 
transfer the personal data outside Nige-
ria becomes “why do I have to deploy 
resources to comply with cross border 
data transfer rules where the receiving 
entity automatically becomes obligated 
to comply with the Act?” 

One could argue that due to the dif-
ficult nature of extra-territorial 
enforcement of the Act, this provision 
helps to ensure that the processing of 
personal data outside Nigeria resulting 
from cross-border transfer is done 
within the constraints of the Act, as 
entities seeking to transfer personal 
data outside Nigeria comply with these 
provisions. 

It is hoped that the Commission 
will issue regulations and directives to 
ease the operationalization of cross 
border data transfer rules under the 
Act.  

OTHER POWERS OF THE 
COMMISSION 
Besides the powers of the Commission 
mentioned earlier, the Commission is 
also empowered by Sec.42(3) of the Act 

to issue guidelines regarding the assess-
ment of adequacy of protection in 
another country following the provi-
sions, principles and criteria stated in 
Sec 42(1) and Sec.42(2). 

CONCLUSION 
The Act has modified a few aspects of 
the cross-border personal data transfer 
regime from its previous state, albeit 
not radically even though some uncer-
tainties may exist. Data controllers and 
data processors who intend to transfer 
personal data outside Nigeria are man-
dated to comply with the provisions by 
adopting a transfer mechanism that 
guarantees that the rights of data sub-
jects are protected in the manner pre-
scribed by the Act. Data controllers and 
Data Processors are also advised to be 
mindful of regulations that may be 
issued by the Commission to ensure 
they remain compliant with the Act at 
all times and adjust their practices when 
necessary.

Uche Val Obi San is Managing Partner at 
Alliance Law Firm in Nigeria. See  
alliancelawfirm.ng/our-team/
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This article has been previously 
published by INPLP, a not-for-profit 
international network of qualified 
professionals providing expert counsel on 
legal and compliance issues relating to 
data privacy. See inplp.com/

INFORMATION

IAB Europe has issued a paper on the 
EU Commission’s attempts to stream-
line the GDPR’s One-Stop-Shop 
procedure. IAB Europe says that the 
draft GDPR procedural regulation is a 
positive first step toward this goal, but 
it also emphasises the encouragement 
of early resolutions, such as amicable 
settlements, to efficiently resolve cases.  

IAB Europe also stresses the need for 
increased transparency in supervisory 
authorities’ decisions, suggesting the 
inclusion of correspondence between 
supervisory authorities in the adminis-
trative file to strike a balance between 
confidentiality and accountability.  

In addition, IAB  calls for the 
strengthening of defendants’ rights to 

be heard, not only at key stages of the 
administrative procedure but also at 
other critical points, ensuring reason-
able and proportionate time limits for 
their input.  
 
• See iabeurope.eu/iab-europe-offers-
key-recommendations-to-enhance-gdpr-
enforcement-in-cross-border-cases/

IAB Europe calls for settlements in GDPR 
enforcement  

https://alliancelawfirm.ng/our-
https://inplp.com/
https://iabeurope.eu/iab-europe-offers-key-recommendations-to-enhance-gdpr-enforcement-in-cross-border-cases/
https://iabeurope.eu/iab-europe-offers-key-recommendations-to-enhance-gdpr-enforcement-in-cross-border-cases/
https://iabeurope.eu/iab-europe-offers-key-recommendations-to-enhance-gdpr-enforcement-in-cross-border-cases/
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Creating an AI governance 
framework: US and EU take 
steps to lead 
The EU is finalising its AI Act while the US adopts a Presidential 
Executive Order on AI and creates an Artificial Intelligence Safety 
Institute. How are companies preparing? By Laura Linkomies.  

Data protection enforcement 
trends in Germany 

The EU is still in the middle of 
the Trilogue process between 
the European Parliament, the 

European Council, and the European 
Commission. In October, they agreed 
on wording addressing important 
classification rules for high-risk 

artificial intelligence (AI) systems, 
but there are still other aspects to be 
finalised. There will be a certifica-
tion regime for high-risk AI sys-
tems, and the Commission now 

By Julia Garbaciok and Katharina A. Weimer of 
Fieldfisher. 
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In Germany there have been 
interesting recent decisions and 
trends across the country. In 

this article we discuss the latest 
news on e-marketing consent rules, 
and give an overview on recent 

developments in German employee 
data protection law, as well as a few 
highlights relating to data subjects’ 
access rights requests.  
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Keeping up with AI is a 
challenge 
There are so many privacy developments in AI governance. This issue will  
give you a good insight into some of the most recent news. The US 
Executive Order pushes the US to the lead in AI governance (p.1 and p.8) 
as the EU, with its complex decision-taking structure, has been delayed in 
adopting its AI Act. EU DPAs are alert and conduct their own 
investigations on AI but also unite at the European Data Protection Board  
to construct common positions. There is an important role for lawyers 
and DPOs now that market practices are developing. Privacy must be 
baked into products but also into organisations’ AI governance, as our 
correspondent says.  
 
But thoughtful public policy decisions are difficult to make when we do 
not fully understand the opportunities and risks with using AI, nor the 
impact on  society as a whole.  
 
Specifically working on privacy and new technologies is the International 
Working Group on Data Protection in Technology (the Berlin Group) 
which issues working papers on specific themes. The German-led group 
provided an update at the DPAs’ Global Privacy Assembly in Bermuda, 
saying it works especially closely with the UK ICO and France’s CNIL 
to develop future technology monitoring so that DPAs can issue privacy-
friendly advice at an early stage of development of these technologies 
(www.bfdi.bund.de/EN/Fachthemen/Inhalte/Europa-
Internationales/Berlin-Group.html).  
 
In Bermuda, views were exchanged on the new EU-US Data Privacy 
Framework, which will inevitably face challenges (p.14), as well as 
enforcement cooperation, AI, risk based approaches and more (p.26).  
 
We welcome your speaker offers in the first half of December for PL&B’s 
37th Annual Conference 1-3 July 2024 at St. John’s College, Cambridge 
www.privacylaws.com/events-gateway/events/2024ic37/ 
 
As this is the last edition for 2023, I would like to thank you, our loyal 
readers, for your support and feedback (more needed though!). We are 
privileged to work with so many talented people, especially our PL&B 
Correspondents.  
 
Laura Linkomies, Editor 
PRIVACY LAWS & BUSINESS
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